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Figure 1 : Apparatus of the invention 
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Figure 2: Central Controller 200 
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Figure 3: Userl Interface 
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Figure 4: User2 Interface 
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Step 510: Userl logs onto the network 




r 


Step 520: Userl selects a game 




r 


Step 530: Central Controller offers game options 
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Step 540: Userl submits game details 
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Step 550: Central Controller accepts completed speculation 




f 


Step 560: Actual game outcome is input into Central Controller 
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Step 570: Central Controller accepts completed speculation 



Figure 5: Process by which userl posts a speculation 
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Step 610: Userl has reached a desired level of success 



Step 620: Central Controller sends a Payment Offer to Userl 



Does Userl accept Payment Offer? 


YES 


r 




NO 
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Step 640A: Userl sends 
notification of acceptance, 
and payment method 




Step 640B: Userl declines 
offer of payment. 




r 
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Step 650A: Userl (now 
known as "seller 55 ) returns 
to step 510 for additional 
game play 




Step 650B: Userl may 
choose to return to step 510 
for additional game play 



Figure 6: Process by which userl receives a payment offer 
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Step 710: User2 logs onto the network 




r 


! Step 720: User2 selects a game, and chooses to view players' 
1 statistics 
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Step 730: Central Controller offers a list of users, their statistics, 
and notes which users posted a current speculation for sale 


i 
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Step 740: User2 selects a seller based on availability, statistics, 

and price 
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Step 750: User2 enters payment information 
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Step 760: Central Controller verifies payment is valid 
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Step 770: Central Controller sends speculation details to User2 
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Step 780: Central Controller sends percentage of sale to Userl, 
in accordance with Payment Offer 



Figure 7: Process by which user2 purchases speculation details 
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Step 810: Central Controller extracts price information 


i 


r 


Step 820: User2 inputs payment information 




f 


Step 830: Central Controller checks to see if payment is valid 
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Step 840: Payment processor 230 submits a pre-authorization to 
credit card clearinghouse 
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Step 850: Credit card clearinghouse responds to pre-authorization 

request 



Are sufficient funds available? 



YES 



Step 860: Central Controller sends speculation information to 

User2 



Figure 8: Process by which payment is made (details of steps 750 through 770) 
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Step 910: User2 logs onto the network 


i 


f 


Step 920: User2 selects preferred method of payment 




r 


Step 930: User2 transmits payment data to Central Controller 200 




r 


Step 940: Central Controller 200 stores payment data and 

preferences 




r 


Step 950: Central Controller establishes user account 287 




r 


Step 960: Central Controller confirms funds are available for the 

desired purchase 



Figure 9: Process by which user2 establishes user account 287 
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Step 1000: User encrypts user response 105 with his assigned symmetric key 




r 


Step 1010: encrypted speculation is transmitted to cryptographic processor 215 

of central controller 200 


y 


r 


Step 1020: Cryptographic processor 215 extracts the user ID from user 

response 105 




r 


Step 1030: Cryptographic processor 215 looks up the symmetric key of the 
user in cryptographic key database 275 




f 


Step 1040: Cryptographic processor 215 decrypts user response 105 with the 
symmetric key found in step 1030. 



I 



Is resulting message intelligible? 




YES 

r 






NO 

f 


Step 1050A: User is 
authenticated as being the 
author of user response 105 and 
user response is accepted 




Step 1050B: User is not 1 
authenticated as being the author 
of user response 105 and user 
response 105 is rejected 



Figure 10: Symmetric Key Embodiment 
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Step 1 100: user encrypts user response 105 with his private key using 
cryptographic processor 353 


i 


r 


Step 1110: encrypted user response 105 is transmitted to central controller 200 




r 


Step 1 120: Cryptographic processor 215 extracts user ID 
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Step 1 130: Cryptographic processor 215 looks up user's associated public key in 

cryptographic key database 275 




r 


Step 1 140: Cryptographic processor T 
public key obtai 


15 decrypts user response 105 with the 
ned in step 1130 



Is resulting message intelligible? 



YES 



Step 1150A: User is 
authenticated as being the author 
of user response 105 and user 
response 105 is accepted 



NO 



Step 1150B:Useris not 
authenticated as being the author 
of user response 105 and user 
response 105 is rejected 



Figure 1 1 : Asymmetric Key Embodiment 
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Step 1200: user signs user response 105 with his private key using cryptographic 

processor 353 


i 


f 


Step 1210: encrypted user response 105 is transmitted to central controller 200 




r 


Step 1220: Cryptographic processor 215 extracts user ID 




r 


Step 1230: Cryptographic processor 215 looks up user's associated public key in 

cryptographic key database 275 




r 


Step 1240: Cryptographic processor 215 
105 and the public ke> 


verifies the signature using user response 
r obtained in step 1230 



Is resulting message intelligible? 



YES 



Step 1250A: User is 
authenticated as being the author 
of user response 105 and user 
response 105 is accepted 



NO 



Step 1250B: User is not 
authenticated as being the author 
of user response 105 and user 
response 105 is rejected 



Figure 12: Digital Signatures Embodiment 
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Step 1300: user includes symmetric key in a hash of user response 105 



Step 1310: encrypted user response 105 is transmitted to central controller 200 



Step 1320: Cryptographic processor 215 extracts user ID from user response 105 



Step 1330: Cryptographic processor 215 looks up user's symmetric key in 
cryptographic key database 275 



Step 1340: Cryptographic processor 215 hashes user response 105 with the 
symmetric key obtained in step 1330 



Is the resulting hash value from step 1340 the same as the hash 
value attached to user response 105? 




YES 

f 






NO 
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Step 1350A:User is 
authenticated as being the author 
of user response 105 and user 
response 105 is accepted 




Step 1350B: User is not 
authenticated as being the author 
of user response 105 and user 
response 105 is rejected 



Figure 13: Message Authentication Code Embodiment 



